Cellular networks represent a critical infrastructure and their security is thus crucial. 5G -the latest generation of cellular networks -combines different technologies to increase capacity, reduce latency, and save energy. Due to its complexity and scale, however, ensuring its security is extremely challenging. In this white paper, we outline recent approaches supporting systematic analyses of 4G LTE and 5G protocols and their related defenses and introduce an initial security and privacy roadmap, covering different research challenges, including formal and comprehensive analyses of cellular protocols as defined by the standardization groups, verification of the software implementing the protocols, the design of robust defenses, and application and device security.
vulnerabilities is equally critical. However, deploying and/ or extending available security techniques for wide-spread use in cellular networks is also challenging due to the complexity of the cellular network ecosystems and the incentives of the different stakeholders.
The goal of this white paper is to propose an initial research roadmap, which can be augmented by interested parties, in order to open discussions around the security and privacy of 5G technology.
5G Technology
5G cellular networks are based on a number of different technologies, which we review below: ◗ Millimeter waves: These are electromagnetic waves that lie in the frequency range of 30-300 GHz in contrast to the band below 6GHz used for 4G LTE [1] .
The microwave band is just below the millimeterwave band and is typically defined to cover the GHz range. Millimeter waves allow 5G networks to transmit very large amounts of data but only at short distances, and to also use unlicensed frequencies, currently used by Wi-Fi, without creating conflicts with Wi-Fi networks through the use of small cells to complement conventional cellular networks. ◗ Small cells: These cells are portable base stations that complement conventional macro cells by providing extended coverage and increasing network capacities on demand. In addition, due to the reduced transmitter-receiver distance, small cells enhance energy efficiency [2] . Their intended use is mainly for dense areas, such as stadiums, and indoors.
As a result 5G networks will rely on a multifaceted infrastructure consisting of macro and small ultradense cells. The fact that small cells are portable will enable dynamic infrastructure. ◗ Massive MIMO: Massive multiple-input, multipleoutput, or massive MIMO, is an extension of MIMO, which groups together antennas at the transmitter and receiver on a larger scale to provide better throughput and spectrum efficiency. An example of a massive MIMO is represented by 128-antenna array in a 64-transmit/64-receive configuration. As discussed in [3] , massive MIMO can enhance spectral efficiency in two respects: (a) by allowing a base station (BS) to communicate with multiple devices on the same timefrequency-space resources, and (b) by allowing multiple data streams between the BS and each device.
◗ Beamforming: It can be defined as a technology that focuses a wireless signal towards a specific receiving device rather than spreading the signal in all directions. That is, it is a procedure steering the majority of signals generated from an array of transmitting antennas to an intended angular direction [3] . 
Approaches to the security and privacy analysis of 5G protocols
Having a robust 5G ecosystem will require designing protocols (e.g., connecting/disconnecting to/from the network) that are able to achieve their promised 
Defenses
While systematic analysis helps in identifying the root causes of vulnerabilities, it is also paramount to design efficient mitigation techniques and secure solutions to protect the next-generation cellular networks against advanced threats.
Defense against fake base stations: A cellular
device's connection to the operator's network starts off with the device initiating a connection to the base station that emits signals with the highest strength.
Unfortunately, no mechanism currently exists by which a device can verify the legitimacy of a base station in the first place (see also discussion in [15] ). This lack of authentication allows adversaries to install rogue base stations, which lure unsuspecting devices to connect to them. Forcing devices to connect to a fake base station is often the necessary first step for the adversary to 
Research Roadmap
Even though previous and on-going research efforts represent a good initial step towards security solutions for 5G cellular networks much more work is needed. In what follows, we articulate an initial research roadmap identifying several research directions. been a major concern for the last few years. Along with that, many cellular subscribers have recently been hit by the SIM-swapping/hijacking attack [14] , which enables the adversary to take over the victim's phone number to cause damage to victim's finances and credit score. It is crucial to first understand the root cause of these attacks and then build verified defenses. To prevent robocalls we need to ensure the integrity of caller identity, whereas to prevent SIMswapping/hijacking attacks the network operators should enforce two-factor authentication through SMS or phone calls. Overall, one holy-grail to achieve in this domain is the ability to prove end-to-end security and privacy of a given application-that is, composing the application-level security measures and the guarantees provided by the cellular network indeed entail the overall expected security guarantees of an application.
Such an approach can be extremely helpful during application development in deciding what security mechanisms an application developer can employ to achieve the application's expected security and privacy guarantees. This will particularly rule out vulnerabilities that stem from the developers' unjustified trust assumptions about the cellular network.
Concluding Remarks
The 5G ecosystem is complex and involves a large number of parties with different interests and perspectives [20] . It is clear that identifying vulnerabilities and designing defenses cannot be achieved by academic research alone. It requires the collaboration of industries from multiple sectors, including network providers, manufacturers of equipment, software and service companies [17] , as well as governmental regulatory and standardization bodies.
